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Abstract—In this paper, we consider the secure transmission
in ergodic Rayleigh fast-faded multiple-input multiple-output
multiple-antenna-eavesdropper (MIMOME) wiretap channels
with only statistical channel state information at the transmitter
(CSIT). When legitimate receiver has more (or equal) antennas
than the eavesdropper, we prove the first MIMOME secrecy
capacity result with partial CSIT by establishing a new secrecy
capacity upper-bound. The key step is forming an MIMOME
degraded channel by dividing the legitimate receiver’s channel
matrix into two submatrices, and setting one of which the
same as the eavesdropper’s channel matrix. Next, subject to
the total power constraint overall transmit antennas, we solve
the channel-input covariance matrix optimization problem to
fully characterize the MIMOME secrecy capacity. Typically, the
MIMOME optimization problems are non-concave. However,
with aids of the proposed degraded channel, we show that the
stochastic MIMOME optimization problem can be transformed
to be a Schur-concave problem to find its optimal solution.
Finally, we find that the MIMOME secrecy capacities scale with
the signal-to-noise ratios with large enough numbers of antennas
at legitimate receiver. However, as shown in previous works, such
a scaling does not exist for wiretap channels with single antenna
at legitimate receiver and eavesdropper each.

I. INTRODUCTION

Key-based enciphering is a well-adopted technique to ensure
the securities in current data transmission systems. However,
for secure communications in wireless networks, the distri-
butions and managements of secret keys may be challenging
tasks [1]. The physical-layer security introduced in [2] [3] is
appealing due to its keyless nature. The basic building block
of physical-layer security is the so-called wiretap channel. In
this channel, a source node wishes to transmit confidential
messages securely to a legitimate receiver and to keep the
eavesdropper as ignorant of the message as possible. Wyner [3]
characterized the secrecy capacity of the discrete memoryless
wiretap channel, in which the secret key was not used. The
secrecy capacity is the largest rate communicated between
the source and the destination nodes with the eavesdropper
knowing no information of the messages. In order to meet
the demand of high data rate transmission and improve the
connectivity of the secure network [4], the multiple antenna
systems with security concern are considered by several au-
thors. In [5], the secrecy capacity of a Gaussian channel with
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two-input, two-output, single-antenna-eavesdropper was first
characterized. Using various proof technique, the authors of
[6], [7] proved the secrecy capacities of general Gaussian
multiple-input multiple-output multiple-antenna-eavesdropper
(MIMOME) channels. In wireless environments, the time-
varying characteristic of fading channels can be further ex-
ploited to enhance the secrecy [8].

However, to attain the secrecy capacity results in [5]-[8], at
least the perfect knowledge of the legitimate receiver’s channel
state information at the transmitter (CSIT) is required. For the
fast fading channels, it may be hard to track the rapidly varying
channel coefficients because of the limited feedback bandwidth
and the delay caused by the channel estimation. Thus for
fast-fading channels, it is more practical to consider the case
with only partial CSIT of the legitimate channel. For this
setting, the secrecy capacity is only rigorously characterized
for multiple-input single-output single-antenna-eavesdropper
(MISOSE) Rayleigh fast-faded channels [9]. A negative phe-
nomenon was revealed in [9] that for the MISOSE channels
with only statistical CSIT, the secrecy capacities do not scale
with the signal-to-noise ratio (SNR). In the high SNR regime,
using multiple transmitter antennas in the MISOSE system has
limited help to increase the secrecy capacity compared to the
system using single transmitter antenna.

In this paper, we wish to overcome the aforementioned
drawbacks of the MISOSE channels and aim to obtain the SNR
scaling of secrecy capacity. Here we consider the MIMOME
fast Rayleigh-faded channels where the transmitter only have
the statistical CSIT of the legitimate and eavesdropper chan-
nels. The MIMOME secrecy capacity is characterized when
number of antennas of the legitimate receiver is more (or
equal) than that of the eavesdropper. To the best of the author’s
knowledge, this is the first MIMOME secrecy capacity result
with partial CSIT. Compared with our previous works [9], new
proof techniques are developed for the MIMOME channels.
First, we establish a new secrecy capacity upper-bound by
dividing the channel matrix of legitimate receiver into two
submatrices, one of which has dimensions equal to those of the
eavesdropper’s channel matrix, to form an MIMOME degraded
channel. Second, instead of using completely monotone prop-
erty as [9], which may only exists for the MISOSE problem,
we solve the stochastic MIMOME optimization problem by
transforming it to an equivalent Schur-concave problem. The



Fig. 1. Fast Rayleigh fading MIMOME wiretap channel with statistical CSIT.

key to this transformation is using the proposed equivalent
MIMOME degraded channel. Based on our secrecy capacity
results, on the contrary to [9], we show that the SNR scaling of
secrecy capacity can be obtained in the MIMOME channels.

II. SYSTEM MODEL

In the considered MIMOME wiretap channel, as shown in
Figure 1, we study the problem of reliably communicating
a secret message w from the transmitter to the legitimate
receiver subject to a constraint on the information attainable
by the eavesdropper (in upcoming (4)). The transmitter has
n antennas, while the legitimate receiver and eavesdropper
respectively have n, and n. antennas as

y = Hx +n,, (1)
z=Gx+n,, (2)

where x € C™*! represents the transmitted vector signal;
the legitimate channel matrix is H € C"*"t while the
eavesdropper channel matrix is G € C"<*"*; n, and n, are
additive white Gaussian noise vectors at the legitimate receiver
and eavesdropper, respectively, with each element independent
and identically distributed (i.i.d.), circularly symmetric, and
having zero mean and unit variance. The channels are assumed
to be fast Rayleigh fading, that is, each element of H and G
is i.i.d distributed as

CN(0,03) and CN(0,03), (3)

respectively, while the channel coefficients change in each
symbol time. The H, G, n, and n. are independent. We
assume that the legitimate receiver knows the instantaneous
channel state information of H perfectly, while the eavesdrop-
per knows those of H and G perfectly. As for the CSIT, only
the distributions of H and G are known at the transmitter,
while the realizations of H and G are unknown.

The perfect secrecy and secrecy capacity are defined as
follows. Consider a (2V, N')-code with an encoder that maps
the message w € Wx = {1,2,...,2N¥%} into a length-N
codeword, and a decoder at the legitimate receiver that maps
the received sequence 'V (the collections of 3 over the code
length N) from the legitimate channel (1) to an estimated
message W € Wy. We then have the following definitions,
where zV, HY, and G¥ are the collections of z, H, and G

over the code length NN, respectively.

Definition 1 (Secrecy Capacity [1] [3] [8]): Perfect
secrecy is achievable with rate R if, for any € > 0, there
exists a sequence of (2N, N)-codes and an integer Ny such
that for any N > Ny

R. = h(w|z" ,HY ,G")/N > R —¢, 4)
and Pr(w # w) <e,

where R, in (4) is the equivocation rate and w is the secret
message. The secrecy capacity C; is the supremum of all
achievable secrecy rates.

Note that as [1] [3] [8], the equivocation under perfect secrecy
requirement is measured by I(w;z"¥, HY GY)/N = R—R,,
which is based on all the information (z", HY, G") that the
eavesdropper can obtain.

From Csiszar and Korner’s seminal work [2], we know that
the secrecy capacity of MIMOME channel (1) and (2) is

Cs=max I(U;y,H) - I(U;z,H,G), (5)

where U is an auxiliary random variable satisfying the
Markov relationship U — x — (y,H), (z, H, G). However,
the optimal choice of U which maximizes C; of considered
fast fading MIMOME channel is unknown.

Notations: In this paper, lower and upper case bold alpha-
bets denote vectors and matrices, respectively. The superscript
() denotes the transpose complex conjugate. |A| and |a
represent the determinant of the square matrix A and the
absolute value of the scalar variable a, respectively. The trace
of A is denoted by tr(A), and I denotes the identity matrix.
The mutual information between two random variables is
denoted by I(;).

III. SECRECY CAPACITY FOR THE
FAST FADING MIMOME WIRETAP CHANNEL

In this section, we explicitly find the optimal U in (5)
for wiretap channel (1)(2), and fully characterize the MI-
MOME secrecy capacity with statistical CSIT in the upcoming
Theorem 1. When there is full CSIT [6] [7], one can find
the optimal auxiliary random variable U by constructing an
equivalent degraded MIMOME channel to upper-bound the
secrecy capacity. With only statistical CSIT, (5) becomes

Cs= I(U;yH) - I(U;2[H, G), (6)

max
U—x—(y,H),(z,H,G)
which results from the fact that the transmitter does not have
the knowledge of the realizations of H and G. However, with
only the statistical CSIT, in general it is very hard to find the
optimal U maximizing (6). It is because that if one naively
applies the degraded channel construction methods in [6] [7],
the resulting secrecy capacity upper-bound will depend on the
realizations of H and G. However, in the following Lemma,
by using the properties of Rayleigh fading channels in (3),
we show that one may still construct a degraded channel and



find the optimal U maximizing (6) . The key for building
this equivalent degraded MIMOME channel for (1)(2) is
replacing the legitimate channel H in (7) with equivalent H'
in upcoming (8). Due to the limited space, in this paper, we
only provide the sketches of proofs for all results while all
the details are given in [10].

Lemma 1: For the MIMOME fast Rayleigh fading wiretap
channel (1)(2) with the statistical CSIT of H and G,
using Gaussian x without prefixing U = x is the optimal
transmission strategy for (6) when n, > n. and o, > oy,
where n, and n, are the number of antennas at the legitimate
receiver and eavesdropper, respectively, while ¢y, and o, are
defined in (3).

Sketch of Proof: We first form the degraded MIMOME
channel with respect to (1)(2). Since n,- > n., one can separate
legitimate channel matrix H as two submatrices

H=[H yHY T, (7)

(ny—ne

where H, _,, ) € C("r—m<)Xne and H,, € C"<*™, with
each element of H, _, ) and H,  distributed as i.i.d.
CN(0,0%). From the properties of complex Gaussian distri-
butions, the distribution of H is the same as that of

H = [H, ., (=*)6"", ®)

(nyp—me) p

g
since each element of eavesdropper channel matrix G is dis-
tributed as C'N'(0, ;) as (3). And we can form an equivalent

received signal
y =H'x+n,, 9)

which has the same marginal distribution as the legitimate
received signal y in (1). Then we have the Markov relationship

(o2
ey .y
Oh

The degraded MIMOME wiretap channel (x, (0g/0n)y’, z) is
then formed.

X —

(10)

Now based on the proposed degraded channel
(x,(0g/on)y’,z), we know that
C, < max I(x; “2y'|H') — I(x:2]G),
X Oh
=max [(x;y|H) — I(x;2|G). (11)

From [2], we also know the RHS of (11) is achievable. Thus
the RHS of (11) is the secrecy capacity C,. Furthermore,
from [7], we know that Gaussian x is optimal for the secrecy
capacity in (11). Then our claim is valid. Q.E.D.

Note that on the contrary to [6] [7], our secrecy capacity
upper-bound (11) is independent of the realizations of H and
G and tight. Compared to the proof for the MISOSE secrecy
capacity [9], the key for deriving the tight MIMOME upper-
bound is separating the legitimate channel matrix H by two
submatrices H(m,,ne) and H,,, as (7), and only introducing
correlations between H,,, and G as (8). One can treat that
the sub channel-matrix H,, _, ) is a “safe” one without

being eavesdropped, and provides SNR scaling for secrecy
capacity. In MISOSE channel, such a H;,, _,, y does not exist
since n, = n. = 1, and there is no SNR scaling. This
intuition is verified rigorously from the upcoming Theorem
1 and Corollary 1.

Now we fully characterize the MIMOME secrecy capacity
based on Lemma 1. Typically, the MIMOME secrecy
capacity optimization problems like the upcoming (13)
are non-concave. This is due to that the MIMOME secrecy
capacity, such as (13), is a difference of two concave functions.
However, with aids of the degraded MIMOME channels
formed by (8), the stochastic MIMOME optimization problem
(13) can be transformed to be a Schur-concave problem. It
helps a lot to find the optimal solution (14). Note that the
completely monotone property for MISOSE optimization
problem [9] may not exist for the MIMOME one, thus the
method in [9] is hard to be extended to the MIMOME case.

Theorem 1: Subject to the total power constraint

Tr (Sx) < P (12)

the MIMOME secrecy capacity under n, > n. and op, > o4
is

Cs = max(Bgflog |1+ HIH - Eg fog|T + GE<GT]) .
i (13)
and the optimal channel input covariance matrix subject to
(12) is
P

¥, =—L
Ty

(14

Sketch of Proof: First, we show that under our setting, the
stochastic MIMOME optimization problem is indeed concave
as follows. The key is cleverly using the same marginal chan-
nel formed by (8). Note that by setting where x ~ CN (0, Xy),
the target function in (13) can be rewriten as

I(x;yH) — I(x;2|G)

=1(x; Ey'|z, H'). (15)
Oh

From [6], we know that the RHS of (15) is concave in Yy

and thus (13) is concave.

After showing that (13) is concave, we can further transform
(13) to a Schur-concave problem. Then the optimal ¥, = ol
where 0 < o < P/n,. Finally, we can show show that using
all the available power, that is, 3, = P/n; is optimal for (13)
under (12). It then concludes our proof. Q.E.D.

Now we have the following high SNR result for the secrecy
capacity in Theorem 1 when P — oo

Corollary 1: Subject to total power constraint (12), as P —
00, the MIMOME secrecy capacity Cs has

Ny — Ney, Mg 2 Ny > Ne
. S
lim = Ng — Ney, Ny > N > N
P—oo IOgP
07 Uz Z Ne Z ng



for fixed o, > o4 > 0, where ng, n,, and n. are the
number of antennas at the transmitter, legitimate receiver and
eavesdropper, respectively.

In [9], it was shown that when n, = n. = 1, the secrecy
capacity does not scale with P. Our Corollary 1 further shows
that as long as n, = n., even the legitimate receiver has
multiple antennas, the secrecy capacity does not scale with P.
Moreover, such a scaling does not exist even when n,. > n,, if
the number of transmit antenna is not large enough as n. > n;.
To make secrecy capacity scale with P, we must let n; > n..
Adding enough number of transmit antennas n; (also enough
number of legitimate-receiver antennas n,.) is very important
for increasing the secrecy capacity.

It will be interesting to see when the secrecy capacity is
zero. We have the following result, where the proof is similar
to that of Lemma 1.

Corollary 2: For the MIMOME fast Rayleigh fading wire-
tap channel (1)(2) with the statistical CSIT of H and G, the
secrecy capacity is zero when n, < n. and o, < 0.

IV. NUMERICAL RESULTS

In this section, we provide numerical results for our secrecy
capacity in Theorem 1. Each noise at the legitimate receiver
and eavesdropper has unit variance. We compare the the SNR
scaling of MIMOME secrecy capacities subject to total power
constraints P as (12) in Fig. 2. And the SNR equals to
10log,, P. Three different number of antennas combinations
(n¢, n,., ) are considered, where n;, n, and n. respectively
are the number of antennas at the transmitter, legitimate
receiver, and eavesdropper. Consistent with [9], when n, =
ne = 1, the secrecy capacities do not scale with SNR and
converges at high SNR. Thus it may be a waste of resources by
increasing the SNR in this setting. To overcome this drawback,
with fixed number of transmit antennas n; > n,., one can
increase the number of antennas at legitimate receiver n,
to make n, > n.. And adding more antennas at legitimate
receiver, such as increasing n, = 3 to n,, = 4, is very helpful
to increase the secrecy capacities at the high SNR regime.
These observations meet our results in Corollary 1.

V. CONCLUSION

In this paper, the secure transmission in ergodic Rayleigh
MIMOME wiretap channels with only the statistics of CSIT
was considered. When the number of antennas of legitimate
receiver was more (or equal) than that of the eavesdropper, we
proved the first MIMOME secrecy capacity result with partial
CSIT. We found that the MIMOME secrecy capacities scale
with the signal-to-noise ratios with large enough numbers of
antennas at legitimate receiver. This overcome the shortcoming
of MISOSE channel, where it was shown that SNR scaling for
the secrecy capacity did not exist.
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Fig. 2. Subject to total power constraints, the secrecy capacities versus SNRs
with different number of antennas and a,%/ aﬁ =4.
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