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Abstract—Data hiding can be utilized as a communication
medium as well as digital watermarking or fingerprinting ap-
plications which can protect intellectual property rights or avoid
illegal copying of digital media. In the previous studies, audio
data hiding techniques have been applied to disaster prevention
broadcasting systems and a technique called Tone Code that can
embed the secret messages by utilizing the characteristics of mu-
sical pieces, such as melody, harmony and rhythm. In this study,
an audio data hiding scheme utilizing artificial flowing water
sounds is proposed and applied it into an acoustic communication
technique in a small chamber such as a restroom stall. Such
flowing water sounds have characteristics quite similar to white
Gaussian noise. Therefore, it is expected that the deterioration
of the stego sound quality can be ignored after embedding secret
messages in those sounds. It is shown that the proposed scheme
can transmit the secret messages with almost no errors through
the experiments under the analog transmission scenario using
loud speakers and mobile terminals in a small chamber. Some
problems to be tackled in our future study are also discussed.

I. INTRODUCTION

Data hiding is a technique to embed secret messages into
digital media such as images, audio and video signals without
being recognized by human sensory systems[1]. Data hiding
techniques are usually applied into digital watermarking or
digital fingerprinting, which is used to protect intellectual
property rights or to avoid illegal copies of the original
works. On the other hand, it has been pointed out that
data hiding can be utilized as a communication medium.
In other words, messages are secretly embedded into digital
media that can be recorded by receivers such as smartphones
and tablets. The extracted messages can be displayed on
the screens of such receivers. The authors have proposed
data hiding techniques for such communications purposes, for
example, disaster prevention broadcasting systems using audio
data hiding[2], [3], an audio data hiding called ‘Tone Code’
utilizing musical components[4], a visible video data hiding
using visual effects[5].

In this study, the audio broadcasting scheme[2], [3] is
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applied into artificial flowing water sounds '. In the proposed
scheme, secret messages are embedded in artificial flowing
water sounds. The stego water sounds, that is, the audio signals
conveying secret messages are broadcast from a loud speaker
and recorded by the receiver such as smartphones or tablets.
Some restroom facilities have functions that play a melody
or flushing sounds. The stego water sounds generated by the
proposed scheme can be used for such purposes as well as
broadcasting of advertising messages, emergency purposes,
and so on.

In this paper, the detailed method of the proposed scheme
and the results of experiments under realistic scenario where
the spatial acoustic communication is realized using a loud
speaker and a receiver in a small chamber like a restroom
stall. It is shown that the messages can be received without
almost no errors through such experiments.

This paper is constructed as follows. Sect.Il describes the
overview of the data hiding method of the previous and the
proposed scheme. We developed an Android application op-
erated at the receivers such as smartphones or mobile tablets.
Sect.III describes the details of the developed Android appli-
cation. In Sect.IV, the performance of the proposed method
is evaluated through the realistic experiments employing a
loud speaker and the developed application. Sect.V gives some
discussions on the problems to be tackled in the future study.
Sect.VI summarizes our proposal.

Main contribution: We proposed an acoustic communication
scheme based on audio data hiding using artificial flowing
water sounds. It has been shown that the embedded messages
can be successfully extracted at the receiver with almost no
errors in a small chamber such as a restroom stall. As far as
the authors know, there are no proposals of audio data hiding
schemes or acoustic communication methods based on such
artificial flowing water sounds.

TA part of this paper was presented at IEICE Technical Conference on
Enriched Multimedia as “An audio data hiding scheme utilizing artificial
flowing water sounds (in Japanese),” IEICE Tech. Rep., vol.121, no.29,
EMM2021-7, pp.37-41, May 2021.
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Fig. 1. Generator of the embedded signal (watermark) of the previous method.

II. PROPOSED DATA HIDING SCHEME
A. Difference from the Previous Method

In the authors’ previous studies, disaster prevention broad-
casting systems based on audio data hiding techniques have
been proposed. In this system, disaster information is embed-
ded into an original siren sound and broadcast from a loud
speaker. The broadcast siren sound conveying the embedded
information is recorded by a microphone of the receiver, such
as smartphones or mobile tablets. The transmitted disaster
information is extracted from the received signal, and dis-
played on the screen of the receiver. In this sense, such a
system is considered as an acoustic communication scheme
employing siren sounds instead of electro-magnetic waves.
In this study, we propose a similar communication scheme
employing artificial flowing water sounds.

The previous studies[3] employ a variation of direct spread
spectrum modulation to embed and extract the secret mes-
sages. In this study, we take the almost same method in
embedding and extracting the secret messages.

In the preliminary experiments, it has been shown that
the bit error performances deteriorate in the small chamber,
especially near the walls. To solve this problem, the embedding
and extracting method in [3] are modified and applied into
the proposed scheme. The detailed embedding and extracting
methods of the previous scheme[3] and the proposed scheme
are described as follows.

In the following, an original signal that does not carry any
secret information is called a cover signal while the signal
where the secret messages are embedded is called the stego
signal.

1) Previous Method: Fig.1 shows the block diagram of the
embedded signal generator employed in the previous method,
that is, the watermark generator in the digital watermarking
terminology. The secret message is encoded by an error
detecting code in advance, and input into the generator. The
encoded message is modulated by a spread spectrum (SS)
method using a pseudo random noise (PN) sequence. On the
other hand, a real-valued random sequence is generated by a
pseudo random number generator (PRNG) by a random seed
(key). A complex-valued signal is generated by taking the
SS-modulated signal and the real-valued random sequences
as the amplitude and the phase, respectively. and transformed
into a real-valued time series signal by inverse discrete Fourier
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Fig. 2. Detector of the embedded signal (watermark) of the previous method.
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Fig. 3. Detector of the embedded signal (watermark) of the proposed method.

transform (IDFT). The output of IDFT is considered as a signal
embedded into the cover audio signal.

Fig.2 shows the block diagram of the embedded signal
detector used in the previous method. At the receiver, the
received signal is first synchronized by the synchronization
(sync) signal, and input in to the detector. The input signal is
transformed into a complex-valued signal by discrete Fourier
transform (DFT), and input into a band-pass filter (BPF)
to reduce the noise components. On the other hand, PRNG
generates the real-valued random sequence identical to the
one used in the embedded signal generator from the key shared
with the embedding side. The random sequence is transformed
into a complex-valued signal which has the opposite phase to
the complex signal generated in the embedding process, and
multiplied to the output signal of BPF. Then, this complex
valued signal is transformed into a real-valued time series
signal by IDFT, and demodulated by the same PN sequences
as the one used at the embedding side. The output signal is
expected to be almost identical to the input signal for the
embedded signal generator[3].

2) Proposed Method: The previous method requires the
complex-valued signal which has the opposite phase as the
signal generated in the embedding process as described above.
If the phase components of the received signal are completely
identical to the one generated at the embedding side, the output
signal of the detector is almost same as the encoded signal
input into the embedded signal generator. However, the phase
components of the received signal are altered from the original
ones since it is affected by the noise or echo effects during the
acoustic transmission. In this study, we modify the embedding
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Fig. 4. Block diagram of the embedding process. o o . )
audio signal and a synchronization (sync) signal. In this study,

artificial flowing water sounds are employed as cover audio

and extracting method a bit, and propose a method that does  signals.
not employ the phase component of the signals at all.

In the previous method, the signal obtained by spread C- Overview of the Extracting Process
spectrum modulation is considered as a bi-phase signal on Fig.5 shows the block diagram of the extracting process. In
{=1,+1}. In the proposed signal, the bi-phase, that is, a similar way as the embedding process, the only difference
{=1, +1}-valued modulated signal is added by a constant ‘1’,  between the previous and the proposed method is the process
such that the obtained signal is a binary signal on {0,2}. The in the watermark detector, that is, the embedded signal detec-
other processes at the embedding side are same as those in  tors shown in Figs.2 and 3.
the previous method. In other words, the embedded signal is The signal received by a microphone is first synchronized
obtained as IDFT of the binary modulated signal. by a sync signal which is identical to the one used in the

Fig.3 shows the block diagram of the embedded signal embedding process. The location of the embedded signal is
detector in the proposed method. In the proposed method, itis identified by the synchronization. In this study, a method called
not necessary to consider the phase components of the signals  cross power spectrum phase analysis (CSP)[6], [7] is employed
at all since it is considered that the modulated signal can be as the synchronization method. The synchronized signal is
obtained by digital amplitude modulation or on-off keying. It  input into the watermark detector shown in Fig.3. Finally, the
makes the signal detecting process quite simple, such that the  message can be obtained by decoding the output of the detector
output signal from BPF is directly demodulated by the PN 4t EDC decoder.
sequence without IDFT shown in Fig.3. It is expected that
the bit-error-rate (BER) performances of the extracted secret III. RECEIVER APPLICATION
messages can be improved. BER performances of the proposed

: ) We developed an Android application that can extract and
method is evaluated in Sect.IV.

display the secret messages extracted by the proposed method
B. Overview of the Embedding Process described in the previous section. The developed application
is used in the experiments described in Sect.IV.

Fig.4 sh the block di f th beddi
167 SHOWS the Block dlagram of The embedding process The operations of the application are described as follows.

The only difference between the previous and the proposed

method can be found in the watermark generator, that is, 1) Pressing the central button starts to record the stego
the embedded signal generator shown in Fig.1. Therefore, the audio signal with the built-in microphone.

almost same embedding method shown in Fig.4 is employed 2) The recording is stopped after a predetermined period
in both of the previous and the proposed method. As de- of time, or if the central button is pressed again.
scribed above, the binary secret message is encoded by an 3) The message is extracted from the recorded stego audio
error detecting code (EDC). We employ Adler-32 checksum signal.

algorithm as EDC. In the previous method[3], the output of 4) If no error is detected at EDC decoder, the extracted
EDC is compressed by Deflate algorithm based on LZ77 and message is displayed on the screen. Otherwise, the error
Huffman codes. In the proposed method, however, we don’t message is displayed.

consider any data compression since quite short messages such The screen shot of the developed Android application is

as URL are considered as secret messages. The output of EDC  shown in Fig.6. In this screen, the number of experimental
encoder is input into the watermark generator shown in Fig.1, trials, the maximal number of bit-errors in all of the experi-
which output the embedded signal obtained by employing mental trials and the averaged bit error rate are displayed for
a PN sequence and a random seed (key). The stego audio the verification purposes of the application. The averaged bit
signal is obtained by adding the embedded signal by a cover error rate is defined as the accumulated sum of the number of
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Fig. 6. A screen shot of the developed Android application.
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Fig. 7. Scenarios for performance evaluation experiments.

bit errors divided by the sum of the message lengths used in
all of the experimental trials.

IV. EXPERIMENTAL RESULTS
A. Comparison of the Previous and Proposed Methods

In this section, we compare the bit error rate (BER) per-
formances of the proposed method with those of the previous
method through realistic acoustic communication experiments.
In the experiments, the stego flowing water sounds broadcast
from a loud speaker are recorded by the receivers. In these

14-17 December 2021, Tokyo, Japan

TABLE I
BER PERFORMANCES IN THE SITUATION WITHOUT ANY WALLS.

Distance x[m] 0.10 0.20 0.40
BER[%] for the previous method | 0.000 | 0.010 | 0.010
BER[%] for the proposed method | 0.000 | 0.000 | 0.093

TABLE I
BER PERFORMANCES IN THE SITUATION WITH A WALL.

Distance z[m] 0.10 0.20 0.40
BER[%] for the previous method | 27.642 | 39.574 | 37.726
BER[%] for the proposed method | 0.000 0.001 0.003

experiments, the embedded messages are not extracted by the
mobile terminals, but by PCs.

The experiments are executed under the two different sit-
uations shown in Fig.7. One is the situation where there are
not any walls around the receiver (Fig.7(a)). Another one is
the situation where a loud speaker locates 1.0[m] away from a
wall. On the other hand, the receiver locates x[m] away from
a loud speaker, where < 1.0[m] (Fig.7(b)). The distance x
between the loud speaker and the receiver is set to 0.10[m],
0.20[m], or 0.40[m].

The results for the situation without any walls and with
a wall are shown in Tables I and II, respectively. Table I
shows that BER performances for the situation where there
are not any walls are quite good and less than 0.1[%] in
both of the previous and the proposed method. On the other
hand, as shown in Table II, in the situation where there is a
wall behind the receiver, BER performances for the previous
method deteriorate while BER values for the proposed method
are almost zero. It implies that the proposed extracting method
without employing phase component of the signals works for
this situation. From these two tables, the proposed method
causes almost no errors at the receiver in both of the two
situations.

B. Performance Evaluation by Android Application

In this section, acoustic communication experiments are
executed using the Android receiver application described in
Sect.IIl. In a similar way as above, the two different situations
without any walls and with walls are considered. Flowing
water sounds used in this study are frequently used as artificial
flushing sounds in restroom stalls. Therefore, we consider a
space like a small chamber shown in Fig.8 as the situation
with walls. The distance = between the loud speaker and
the receiver is set to 0.30[m], 0.50[m], 0.70[m] and 1.00[m].
In the situation without any walls, the same scenario shown
in Fig.7(a) is employed. In these experiments, the embedded
messages are recorded and extracted on the receiver mobile
terminals by the developed Android application.

The experimental results are shown in Table III. In this table,
it is shown that BER performances are less than 0.1[%] in
almost all cases. It implies that the proposed method achieves
successful acoustic communications with almost no bit errors
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Fig. 8. Situations like a small chamber such as a restroom stall.

TABLE IIT
BER[%] PERFORMANCES IN THE EXPERIMENTS USING THE DEVELOPED
ANDROID APPLICATION.

Distance x[m] 0.30 0.50 0.70 1.00
Without any walls | 0.000 | 0.045 | 0.045 | 0.257
In a small chamber | 0.000 | 0.078 | 0.067 | 0.078

in the extracted messages.

V. DISCUSSIONS

As described in Sect.IV, the proposed scheme has quite
good BER performances. However, there are some problems to
be tackled in our future study in order to improve the proposed
scheme. In this section, we describe some of these problems.

One problem is that the computational cost is high in the
extraction process. In the Android application described in
Sect.I1, it takes over 30[sec] to display the extracted messages
after the recording of the stego audio signal is finished. The
primal reason for this problem is that it takes quite a long
time for synchronization. Especially, the computation for the
cross-correlation functions required for CSP method[6], [7]
has a high computational cost. On the other hand, a recent
study[8] has proposed a fast computation method for the cross-
correlation functions used in CSP synchronization for the
previous study[3] by employing fast Fourier transform (FFT).
Therefore, it is expected that the proposed scheme can be also
accelerated by employing FFT.

Another problem is to improve BER performances. In the
experiments using Android application described in Sect.IV,
we have acoustic communication trials 160 times as a whole.
The number of trials where any bit errors occur is only seven
out of 160 trials. In other words, no errors occur at all in
almost all trials, but there are many errors found in only these
seven trials. In this situation, it is possible to improve BER
performances, for example, if we transmit the same messages
successively several times and demodulate and extract the
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embedded messages by majority decision.

The next problem is to perform the experiments using
compressed stego audio signals. In this paper, we use a loud
speaker with relatively wide dynamic range. However, the
dynamic range of the built-in speaker on the restroom facilities
is not very wide in general, which implies that the broadcast
stego audio signal can be largely compressed. Therefore. more
realistic performance evaluations are required to bring the
proposed scheme in a practical use.

The last problem is to improve the user interface of the
Android application. It is difficult to alter the stego sound
signals frequently in the restroom facilities. Therefore, we
consider that the possible embedded messages should be URLs
for a website since it is easy to alter the contents of the web
page shown by a constant URL. Current Android application
only shows the extracted messages, but it should be modified
to show the webpages shown by the extracted URL.

VI. SUMMARY

In this study, we proposed an audio data hiding scheme
using artificial flowing water sounds and its application to
acoustic communications from a built-in speaker to the mobile
terminals in the small chambers such as restroom stalls. We
also developed an Android application operated in mobile
terminals used as the receivers. It is shown that the proposed
scheme has quite good BER performances through the exper-
iments employing the developed Android application. In our
future study, it is important to tackle the problems discussed
in Sect.V.
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