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Abstract—To improve the quality of recovered images, a self-
embedding fragile watermarking scheme is proposed based on
the bicubic prediction. To take into account the PFA and the
watermark payload, the 6-bit recovery data of a 2x2 block and
the 8-bit key-based data of a 4x4 block are generated and
inserted in the other 2x2 block and 4x4 block based on secret
key, respectively. The validity of a 2x2 image block is
determined by combining the recovery data with the key-based
data. To improve the recovery quality, the recovery method
based on bicubic prediction is designed to reconstruct the invalid
blocks whose recovery watermark embedded in the other block
is also destroyed. Simulation results demonstrate that the
proposed scheme allows image recovery with an acceptable
visual quality (PSNR = 25 dB) up to 75% tampering.

l. INTRODUCTION

Image fragile watermarking is designed to achieve digital
image content authentication by imperceptibly embedding
additional information into the host image [1, 2]. To further
provide the tampering proofing, some fragile watermarking
schemes inserted the compressed version of it to recover
approximately the original content in the tampered regions.
They are called as the self-embedding watermarking.
Self-embedding fragile watermarking techniques have
received great attention in recent years. To achieve the self-
recovery, the compressed version (recovery watermark) of a

block was embedded into the other block in the host image [3].

However, this strategy makes it difficult to detect and localize
the possible tampering. To resolve the tamper detection
problem of self-embedding, Lin et al. [4] proposed that the
validity of an image block was determined by the additional
authentication data. Specifically, the watermark payload
consisted of authentication data as well as recovery data. The
authentication data of a block were embedded in the block
itself and used to determine the validity of it. This method of
tamper detection had been adopted in a number of self-
embedding approaches [5], [6] and [7]. However, as pointed
in [8], this detection method was vulnerable to the collage
attack [9] due to the fact that the authentication watermark
was block-wise independent. To address this problem, He et
al [10] proposed a self-recovery fragile watermarking using
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block neighborhood tampering characterization. In He's
method [10], the 6-bit recovery data and 2-bit key-based data
of a 2x2 block were generated and embedded into the least
significant bit (LSB) planes of the other block based on the
secret key. The validity of a block was determined by
comparing the number of inconsistent blocks in the 3x3
block-neighborhood of the block with that of its mapping
block. The 3x3 block-neighborhood was also used to recover
the tampered blocks whose feature hidden in another block is
corrupted. He's scheme [10] could identify and recover the
tampered 2x2 blocks even though the test image was
maliciously modified by the collage attack. However, He's
method [10] was still vulnerable to the improved constant-
average attack. Moreover, the quality of the recovered image
was generally poor if the large portions of an image were
tampered. There are two possible reasons for this problem.
Firstly, the probability of false acceptance (PFA) increased
with the increase of the tampering ratios, and secondly the
tampered block could not be reconstructed if all blocks in its
3x3 block-neighborhood were invalid.

In this work, we proposed an improved self-embedding
watermarking scheme with superior recovery quality. To take
into account the PFA and the watermark payload, the 6-bit
recovery data of a 2x2 block and the 8-bit key-based data of a
4x4 block are generated and inserted in the other 2x2 block
and 4x4 block based on secret key, respectively. The validity
of a 2x2 block is determined by combining the recovery data
with the key-based data. The recovery method based on
bicubic prediction is designed to reconstruct the invalid
blocks whose recovery-data hidden in another block is also
corrupted. Experimental results confirm that recovery is
possible with high probability and acceptable visual quality
(PSNR = 25dB) for up to 75% tampering.

Il.  PROPOSED SELF-EMBEDDING WATERMARKING SCHEME

This section describes in detail the proposed self-
embedding fragile watermarking method. To improve the
performance of tamper detection, the 8-bit key-based data of a
4x4 block are generated and embedded in the other 4x4 block
based on secret key. The bicubic prediction is used to improve
the recovery quality especially for a larger tampering ratios.
The proposed algorithm is described through three stages:
watermark embedding, tamper detection, and bicubic
prediction recovery.

A.  Watermark Embedding
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To take into the watermark payload and the detection
performance account, the 6-bit recovery data of a 2x2 block
and the 8-bit key-based data of a 4x4 block are generated and
inserted in the other 2x2 block and 4x4 block in the host
image based on secret key, respectively. Suppose the size of a
host image X is 4mx4n pixels, so the number of 2x2 blocks
and 4x4 ones in the host image are the N=4mxn and M=mxn,
respectively. The embedding process consists of four steps.
Step 1: Mapping sequences. According to the secret key, two
mapping sequences ¥ = (¢4, ..., @y) Of the integer interval
[1, N] and A = (ay, ..., ay) Of the integer interval [1, M] are
obtained. The detailed procedure of generating mapping
sequence refers to Ref. [10].

Step 2: Recovery-data embedding. The image X is partitioned
into non-overlapping 2x2 blocks X=(Xi,...,Xy). Each 2x2
block X; can be expressed as,
Xi Xi
X, = [xg xii]l =12,..,N 1)

For each block X; the 6-bit recovery data WF =
(W&, ...,wk) are obtained by encrypting the average intensity
by truncating the two LSB planes of each pixel in block X;,
and hidden in the mapping block X,, where p= ¢;. The block
X, = (%p1, .., Xp4) is computed by,

o= {4[xpj /4] + 2wl +wh, =12
P 4lxy, /4] + 2w j=34

: )
ij’

where |a] denotes the largest integer less than or equal to a
and mod(, ) is the modulo operation. Performing this step for
all blocks in X, we can obtained the image X' = (Xi, ..., Xy),
in which the recovery-data has been embedded.
Step 3: key-based data generating. The image X is partitioned
into 4x4 blocks X' = (X;,...,X),). Each 4x4 block X, is
expressed as, ) ,
Xipo vt Xig
; ; l,l =1.2,.,M (3)
X113t Xie
For each 4x4 block X,, the 8-bit key-based data WX =
Wk, ..., wk) are computed as,
wff = mod((X), * 4,,2), j=1,..,8 (4)
where (X,), is binary code of the intensity by truncating the
two LSB planes of each pixel in block Xl', A, is key-generated
random bit pattern, different for each block X;, and the *-
operator denotes the matrix multiplication. This implies that
for any change of the content of X;, each key bit is flipped
with probability 1/2 [6].
Step 4: key-based data embedding. Setting q= g;, the key-
based data WX = (wf, ...,w[) of block X; are hidden in the
partial pixels in the mapping block X,;. The watermarked
block Yq =(Yq1.-..¥q16) IS generated by,
2|xg /2] +wf 4y, j=5678
Yo =4 2|xg; /2] + Wi gy, j=13141516  (5)
X

X,

" otherwise

B. Tamper Detection

Suppose Z represent a tested image, which can be a distorted
watermarked image or unaltered one. A binary sequence

T=(t]i=1,2,...,N) called the tamper detection mark (TDM) is
used to represent the location of tampering, where N is the
number of 2x2 blocks in the test image Z. The tamper
detection procedure includes the following steps.
Step 1: Recovery data matching. According to the test image
Z and the mapping sequence ¥ = (¢q, ..., @y), the recovery-
data match-matrix DR = (d¥, ..., d%) is calculated by,

e A ©

1 , otherwise

where W is the computed the recovery data of the 2x2 block
Zi, and Ej is the extracted watermark data from the
corresponding mapping block Z, (where p =¢; ). The
recovery-data TDM T® = (t8|i=1,2,..., V) is obtained by the
block-neighborhood detection method proposed in [10]. That

is,
R_(1 , if@=0&=r)
ef = | . ’ ©
0 , otherwise
where p= ¢;, I; and I, denote the number of nonzero pixels
that are adjacent to the i"" and p™ pixel in the DR, respectively.
Step 2: Key-based data matching. Similarly, the key-based
data TDM T4 = (t{!| 1=1,2,..., M) is obtained by the test image
Z and the mapping sequence A = (ay,...,0y). Note that
t,A = 1 indicates that the 4x4 block Z,is invalid; otherwise, it
is valid. To mark the validity of each 2x2 block Z; in the test
image Z, the key-based data TDM TX = (¢X[i=1,2,...,N) is
obtained. The value of tXequals to that of ¢/ if the 2x2 block
Z; belongs to the 4x4 block Z,.
Step 3 Tamper Detection: Setting Q = (wy, ..., wy), Where
w; = tX + tX. The value of w; is an integer ranging from 0 to
2 since the value of t# and tis 0 or 1. Let & denotes the sum
of eight pixels that are adjacent to the pixel w; in the Q. The
TDM T=(t]i=1,2,...,N) is obtained by
ti — {(])- ’ lf (mi + EL) >4 (8)

otherwise
C. Bicubic Predictive Recovery

After tamper detection, all 2x2 blocks in test image are
marked as either valid or invalid. The proposed recovery
procedure is only for the invalid blocks. The invalid blocks
can be classified into two categories: data-destroyed and data-
reserved invalid blocks. The former denotes the tampered
block whose recovery data inserted in the corresponding
mapping block is also destroyed, and the latter that tampered
block whose recovery data is valid. For data-destroyed invalid
blocks, the recovery method based on bicubic prediction is
designed to reconstruct them.
(1) Initialization. According to the tested image Z, the TDM T
and the mapping sequence ¥ = (¢, ..., ¢y), the recovered
image R = {R;|i = 1, ..., N} is initialized by,

R = {A,,e(E{f) +mod(Z,4), if (t; =1)&(t, =0) ©)

Z;, otherwise

where A, (E§ ) denotes the reconstructed average intensity by
the extracted recovery data E,’f from the associated block Zp
(where p= ¢;) [10]. At the same time, the marked image
H = {H;|i = 1, ..., N} is obtained by the following expression,
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2 » ti = 0
hy =41 , (& =D&, =0) k=1234 (10)
0, (t=1&(,=1)
where p= ¢;. H;=0 implies that the corresponding 2x2 block
Z; is not recovered.

Fig.1 illustrates an initialization procedure. Fig. 1(a) is a
part of TDM T, in which two shaded blocks represent the
data-destroyed invalid blocks. From (10), we can obtain the
marked image H corresponding to Fig. 1(a), as shown in Fig.
1(b). The recovered image R obtained by (9) is shown in Fig.
1(c), in which the two shaded blocks are not recovered
successfully.

(2) Predictive mask. The data-destroyed invalid block Z; will
be predicted by the valid pixels in the area spanned by the
predictive mask. We select the predictive mask is 4x4 pixels
since the block size is 2x2 pixels. For block Z;, the pixels in
the area spanned by the predictive mask is denoted as

S; = (sip|n =1, ...,16), shown in the gray region in Fig. 1 (c).

@) (b) ©
Fig.1 An instance of initialization and the predictive mask
(@) TDM T, (b) Marked image H, and (c) Recovered image R

(3) Predictive coefficients. Predictive coefficients include
two parts. The adaptive weights 0; = (9;,|n =1, ...,16)
derived from the mark matrix H, as shown in the gray region
in Fig. 1(b). The fixed coefficients of a pixel in a 2x2 block
are the inverse of the distance between a pixel in the
predictive mask and the pixel. Four fixed-coefficient metrics
corresponding to each pixel in a 2x2 block denote as ®;, =
{PinIn =1, ...,16} (k = 1,2,3,4) and are shown in Fig.2
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Fig. 2 Fixed coefficients corresponding to each pixel in a block of 2x2
pixels

(4) Recovery. For a recovered blocks R;, if the four pixels
in the corresponding mark block H;are zero, the pixels in the
block Ri=( rig,..., i) is updated by,

16
win¢kn
=) (—)s Jk=1234  (11)
' L:1 21121 win¢kn ml

At the same time, the four pixels in H; =(hjy,..., hi4) is updated
to 1. Each block in the recovered image R should performed
this step.

(5) If 3 H; = 0in the mark matrix H updated by recovery
step, repeat steps 2~4 until the value of each pixel in H is not
zero.

I1l.  EXPERIMENTAL RESULTS

We conduct numerous experiments to demonstrate the
effectiveness of the proposed scheme and compare with the
method in [10] on the performance of tamper restoration. For
quantitative evaluation, several measurements are introduced.
(1) Restoration quality: PSNR between the recovered image
and watermarked one, (2) tampering ratio 1, = (N;/N) X
100% and (3) The PFA Py, = (1 — Ny /Nyp) X 100% ,
where N denotes the number of image blocks with size of 2x2
pixels in the tested image, Ny and Ny denote the number of
actually tampered blocks and that of tampered blocks which
are correctly detected, respectively.

Self-embedding fragile watermarking techniques enable the
detection of tampering or replacement of a watermarked
image. The distinction mainly lies in the tamper localization
accuracy and the quality of recovered images [10]. The
quality of a recovered image highly depends on the size of
tampered regions, and the complexity of image content also
affects the quality of the recovered image. Two watermarked
images of size 512x512 pixels, a rough Barbara and a smooth
Peppers, are used to demonstrate the performance of the self-
embedding schemes in general tampering. For each test image,
the 2x2 image blocks were randomly modified with different
tamper ratios, and the tampered blocks were detected and
recovered. Fig. 3 shows the performance comparison of
experimental results under general tampering with different
tampering ratios by the proposed and He’s [10] schemes.

Fig. 3(a) reveals that the PFA of He’s method [10] increases
along with the increase of the tampering ratio. The PFA of
He’s method is more than 2% as the tampering ratio is up to
70%. On the contrary, the PFA of the proposed scheme is
kept small (smaller than 0.5%) even if the tampering ratio is
up to 90%. The low PFA will transform to a high quality
image recovery. Moreover, Fig. 3(a) shows that PFAs for the
Barbara and Peppers images by the same watermarking
scheme are almost the same. This implies that the complexity
of the image content does not have much impact on the
performance of tamper detection.

Recovery quality by the proposed scheme is better than that
by the He's method [10], as seen from Fig. 3(b). This may be
due to the low PFA and the bicubic predictive recovery of the
proposed scheme. The PSNRs of the proposed scheme are
higher than those of He's scheme. The PSNRs of the proposed
scheme are higher than 25 dB as long as the tampered ratio is
no more than 65% of the Barbara or 75% for the Peppers. On
the other hand, the recovery quality of Peppers image is better
than that of Barbara one in the same tampering ratio for the
proposed and He's schemes. This implies that the complexity
of image content have impact on the performance of tamper
recovery.

Fig. 4 shows the tampered images and their recovered ones.
Fig. 4(a) and 4(b) are the tampered images with 15.25% and
77.24% tampering ratios, respectively. The recovered images
of Fig. 3(a) by the proposed and He's schemes, shown in Fig.
3(c) and 3(d), have the PSNR of 37.91 dB and 36.67dB,
respectively. As the tampering ratio is larger, the proposed
scheme exhibits much better tamper recovery performance



than He's scheme. For Fig. 3(b), PSNR of the recovered
image by the proposed scheme is 24.37 dB, which is about 10
dB higher than that by He’s scheme. These results indicate
that the tampered image can be recovered by the proposed
scheme with an acceptable visual quality (25 dB) even the
tamper ratio is up to 75% of the host image.
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Fig. 3 Performance comparison under general tampering with different
tampering ratios (a) PFA and (b) PSNR

IV. CONCLUSIONS

This work has proposed a improved self-embedding fragile
watermarking scheme based on bicubic prediction. The 6-bit
recovery data of a 2x2 block and the 8-bit key-based data of a
4x4 block are generated and randomly inserted in the other
2x2 block and 4x4 block, respectively. The validity of a 2x2
block is determined by combining the recovery data with the
key-based data. The recovery method based on bicubic
prediction is designed to reconstruct the data-destroyed
invalid blocks. Experiment results have demonstrated the
superiority of the proposed scheme in comparison to He's
method. Future research includes extending this approach to
resist mild distortion such as JPEG compression.
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