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Abstract— One important aspect of multimedia forensics 

is exposing an image’s processing history. Median filtering 
is a popular noise removal and image enhancement tool. It 
is also an effective tool in anti-forensics recently. An image 
is usually saved in a compressed format such as the JPEG 
format. The forensic detection of median filtering from a 
JPEG compressed image remains challenging, because 
typical filter characteristics are suppressed by JPEG 
quantization and blocking artifacts. In this paper, we 
introduce a robust median filtering detection scheme based 
on the autoregressive model of median filtered residual. 
Median filtering is first applied on a test image and the 
difference between the initial image and the filtered output 
image is called the median filtered residual (MFR). The 
MFR is used as the forensic fingerprint. Thus, the 
interference from the image edge and texture, which is 
regarded as a limitation of the existing forensic methods, 
can be reduced. Because the overlapped window filtering 
introduces correlation among the pixels of MFR, an 
autoregressive (AR) model of the MFR is calculated and the 
AR coefficients are used by a support vector machine 
(SVM) for classification. Experimental results show that the 
proposed median filtering detection method is very robust 
to JPEG post-compression with a quality factor as low as 30. 
It distinguishes well between median filtering and other 
manipulations, such as Gaussian filtering, average filtering, 
and rescaling and performs well on low-resolution images of 
size 32 × 32. The proposed method achieves not only much 
better performance than the existing state-of-the-art 
methods, but also has very small dimension of feature, i.e., 
10-D. 

I. INTRODUCTION 

Blind forensics techniques can verify the authenticity of 
multimedia data without access to the original source, 
which is very important when contents can be shaved 
easily. Some content preserving manipulations, such as: 
filtering [1 - 3], resampling [4], compression [5], and 
contrast enhancement [6][21] do not damage the 
authentic value of an image in general, but their blind 
detection is forensically important [1-3].  
  The median filter is a popular noise removal and image 
enhancement tool. It can affect forensic methods in 
various ways. First, a median filter is capable of 
removing statistical traces of the blocking artifacts by 
JPEG compression and defeat JPEG forensic algorithms 
[7]. It is also an effective counter-forensics tool for hiding 
traces of resampling [9]. Additionally, the actual state of 
an image prior to manipulation may influence the set of 

tools available to analyze the image, or how to interpret 
the evidence derived from these tools. For example, in 
steganalysis, the choice of a suitable spatial-domain 
detector might depend upon the actual state of a cover 
image and its properties [16]. 
   An image is usually saved in a compressed format such 
as the JPEG format. Recently, in multimedia forensics 
and steganalysis, exposing the processing history has 
drawn much attention [1-3]. A forensic method is 
generally required to be robust against lossy compression, 
due to the task of exposing the processing history of 
possibly severely compressed multimedia. However, this 
is a challenging work because JPEG quantization and 
blocking artifacts may destroy the subtle traces that could 
be utilized to detect median filtering. 

In this paper, we propose to perform median filtering 
on a test image first and output the filtered image. We 
then obtain the difference between the test image and the 
median filtered image, which is called the median filtered 
residual (MFR). The median filtered residual is used as 
the forensic fingerprint. Thus, the interference from the 
image edge and texture, which is regarded as a limitation 
of the existing forensic methods, can be reduced. Because 
the overlapped window filtering introduces correlation 
among the pixels of MFR, an autoregressive (AR) model 
of the MFR is calculated and the AR coefficients are fed 
into a support vector machine (SVM) for classification. 
The trained classifier is applied to discriminate a median 
filtered image from a non-altered image. The proposed 
method is very robust to JPEG post-compression. It 
distinguishes well between median filtering and other 
manipulations, such as Gaussian filtering, average 
filtering, and rescaling and performs well on low 
resolution images of size 32 ×32. The proposed method 
not only achieves much better performance than the 
existing state-of-the-art methods, but also has very small 
dimension of feature, i.e., 10-D. 

The rest of this paper is organized as follows. In 
Section 2, we will briefly review some of the existing 
works on detection of median filtering. In Section 3, the 
median filtered residual and its AR model are introduced. 
In Section 4, the proposed MFR algorithm is compared 
with the state-of-the-art methods [1 - 2] and our 
experimental results are reported. Finally, we draw the 
conclusion in Section 5. 



II. PRIOR RELATED WORKS 
  The median filter replaces a pixel with the median of 
pixels in a small window of size w × w. 3 × 3 and 5 × 5 
median filtering are the most widely used forms of 
median filtering, especially the former. Median filtering 
is performed window by window with the windows 
overlapping each other. For example, input an image 
x(i,j), and output a filtered image: 
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where M ×N is the size of the input image. A theoretical 
analysis of the general relationship between the input and 
output distributions of the median filter is very 
cumbersome, because it is a non-linear smoother. Hence, 
the analysis of median filtering has been largely confined 
to some specific features of interest [1].  
  The median filter can remove noise and preserve edges 
in an image. It can produce constant or nearly constant 
regions, which are called streak (linear patches) or 
amorphous blotches [10]. Bovik analyzed this 
phenomenon quantitatively and obtained the probability 
that the median values stemming from overlapping 
windows are equal [10].  
  There are some existing forensic methods of median 
filtering. Swaminathan et al. [11] developed a reliable 
technique based on the intrinsic fingerprints in digital 
images, to differentiate a median filtered image from an 
unmodified digital camera image; the true positive rate of 
median filtering is 70-80% at a false positive rate of 10%. 
Chuang et al. [12] introduced a tampering detection 
approach based on the empirical frequency response. 
Their proposed approach could distinguish between 
median filtering and other kinds of content preserving 
manipulation, e.g., JPEG compression, up-sampling, 

down-sampling, average filtering, and histogram 
equalization, with an accuracy of about 90%. As 
pioneering works of median filtering forensics [11-12], 
the robustness against post-compression was little 
considered. 
  Kircher and Fridrich [1] and Cao et al. [3] take the first 
order difference of an input image as the forensics 
fingerprint. Assuming an input image is x(i, j) , the first 
order difference is defined as follows: 
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Kirchner and Fridrich [1] proposed using the ratio ),( lkρ  
as a detection statistic for median filtering. For a median 
filtered image, the ratio 1),( >>lkρ . They also developed 
a weighted median of this ratio to lessen the influence of 
saturation in an image. In order to improve the robustness 
against JPEG compression, which defeats the method of 
using a weighted median of ),( lkρ , Kirchner and Fridrich 
[1] used subtractive pixel adjacency matrix (SPAM) 
features [15] to describe the first order difference ),(

,
lk

jid , 
as shown in Equation (2). The detector obtained reliable 
results for an uncompressed image and JPEG post-
compressed image with a quality factor 90 and 80 on a 
512 × 512 grayscale image. However, the SPAM method 
shares the following weakness: the robustness of the 
detector against compression rapidly decreases when the 
size of the test image and the compression quality factor 
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            Fig. 1. (a) Original image; (b) first-order difference; (c) MFR 



become small. For example, the performance of a 3 × 3 
median filtering detector severely degrades when a 512 × 
384 test image is JPEG compressed with quality factor 
less than 90. 
  Cao et al. [3] proposed that the probability of zeros  

),(
0

lkh  in the first-order difference ),(
,

lk
jid  of a test image 

in textured regions is the statistical fingerprint of median 
filtering. Their experimental results show that median 
filtering is detectable with high accuracy in the case of a 
median filtered image versus an original non-compressed 
image. However, their method is not robust to JPEG 
compression. 
  Median values originating from overlapping filter 
windows are dependent upon each other. The degree of 
dependence is related to the size of the window and the 
distance of the pixels. Yuan [2] proposed that local 
dependence among pixels within a 3 × 3 window is a 
specific characteristic of median filtering, and 
constructed a 44-D feature, which is called the median 
filtering feature (MFF in short), to detect median filtering. 

The MFF method achieves better performance of 
detecting 3 × 3 median filtering than that of the SPAM 
method [1], and comparable robustness to JPEG 
compression with the SPAM method on detection of 5 × 
5 median filtering. The MFF method can also 
discriminate median filtering from other smoothers, such 
as a Gaussian filter and moving average filter etc. 

Overall, the robustness against JPEG post-compression 
remains a challenging problem. [1] and [3] take the first 
order difference ),(

,
lk

jid  as the forensic trace. However, 

the first order difference ),(
,

lk
jid  contains largely the edge 

and texture information of an image. Fig. 1 shows the 
first order difference )0,1(

, jid  of an image (Fig. 1a). The 
edge and texture are obvious in Fig. 1b. The edge and 
texture interfere with the median filtering detector and 
thus, deteriorate the performance. Chen et al [17] also 
used the first and second order differences as forensic 
fingerprints. Yuan [2] used the local dependence among 
the pixels within a 3 × 3 window. However, the local 
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Fig. 2.The AR coefficients of the auto-covariance R(k, l) for unaltered images (red) and the 3x3 median filtered images(blue). 
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Fig.3. ROC curves of detecting 3x3 median filtering on (a) uncompressed images; (b) JPEG 90 post compressed images; (c) JPEG 70 post compressed 
images 



content of an image, such as edge and texture also has 
large impact on the detector.  

III. MEDIAN FILTERED RESIDUAL 
In order to remove the interference from the image 

content, such as edge and texture, we propose to extract 
the forensic trace as follows. Apply 3 × 3 median filtering 
on a test image x(i, j) and obtain the output image y(i, j). 
The filtered residual is:  
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where d(i, j) is the median filtered residual (MFR). Fig. 
1c shows that the median filtered residual contains less 
image content, i.e., edge and texture, compared with the 
image (first order) difference. 

Because the overlapped window filtering introduces 
correlation among the pixels of MFR, we model the 
MFR using a  n = 10  order autoregressive (AR) model in 
order to detect both 3x3 median filtering and 5x5 median 
filtering. Fig. 2 shows that the AR coefficients (a1, a2, a3) 
of the MFR from a previous 3 × 3 median filtered images 
and from the unaltered images are clustered and separated 
very well. 

We propose the following median filtering detection 
method:  

(1) For all images with size of M × N, extract the 2-D 
MFR array by performing 3 × 3 median filtering.  

(2) Fit the MFR to an AR model of order 10 in the row 
direction and in the column direction [19].   

(3) Input the AR coefficients to an SVM classifier 
trained to classify between median filtered and unaltered 
images. We employ a C-SVM with Gaussian kernel 
k(x,y) = exp(-γ||x-y||2) (γ>0) as the classifier [14]. We 

search for the best parameters of c and γ in the 
multiplicative grid (c, γ) ∈{2i, 2j |4i, 4j∈Z)} using five-
fold cross-validation, and the searching step size of i,  j 
are 0.25. We use those parameters to get the classifier 
model on the training set. 

  

IV. EXPERIMENTAL RESULTS 
To evaluate the performance of the proposed approach, 

we employ the UCID image database which consists of 
1338 uncompressed RGB images of size 512 × 384 [13] 
and BOWS image database [20]. Because the results with 
two image databases are similar to each other and the 
UCID database is widely used ([2-3], [5-7]), the results 
with the UCID database are reported in detail in this 
paper. Many of the images in the UCID database have 
significant regions of either saturated pixels or largely 
smooth patches. Some images are out of focus or contain 
blur from camera shake. All of the images are converted 
to gray-scale images before any further processing. The 
size of the training set is approximately 60% of the 
database size (850 images). The rest of the images (488 
images) constitute the testing image set.  

The performance of the proposed MFR algorithm is 
evaluated using the area under the ROC curves (AUC in 
short form) and the minimal average decision error Pe 
under the assumption of equal priors and equal costs [1]. 
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where fpP  and tpP  denote the false positive (FP) and true 
positive rates (TP), respectively.  
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Fig.4. ROC curves of detecting 3x3 median filtering on different JPEG compressed images. (a) JPEG 50; (b) JPEG 30. 



We compare the proposed MFR method with the state- of-the-art works – both the SPAM method [1] and Yuan’s 
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Fig.6. ROC curves of detecting 5x5 median filtering on JPEG post compressed image with different QF. (a) JPEG 50;  (b) JPEG 30. 

 
 
 

TABLE I  PE AND AUC OF MEDIAN FILTERING DETECTORS OF MF3 AND MF5 

 MF3 MF5

MFR MFF SPAM MFR MFF SPAM

Dimension 10 44 343 10 44 343

JPEG 
90 

Pe (%) 0.41 1 . 8 4 2 . 0 5 0 . 5 1 1 . 5 4 0 . 8 2

AUC(%) 99.98 9 9 . 6 4 9 9 . 6 4 9 9 . 9 7 9 9 . 7 5 9 9 . 9 3

JPEG 
70 

Pe (%) 1.02 3 . 8 9 1 1 . 6 1 . 0 2 2 . 3 6 2 . 3 6

AUC(%) 99.95 9 8 . 5 6 9 4 . 1 2 9 9 . 8 3 9 9 . 2 3 9 9 . 6 1

JPEG 
50 

Pe  (%) 1.74 7 . 3 8 1 7 . 0 3 . 3 8 3 . 3 8 4 . 3 0

AUC(%) 99.83 9 6 . 6 5 8 9 . 4 1 9 9 . 7 4 9 8 . 9 6 9 8 . 8 2

JPEG 
30 

Pe  (%) 2.66 8 . 8 1 1 9 . 4 7 2 . 5 6 4 . 6 1 6 . 3 5

AUC(%) 99.01 9 5 . 5 0 8 6 . 1 9 9 9 . 5 7 9 8 . 2 6 9 7 . 6 5
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Fig.5. ROC curves of detecting 5x5 median filtering on (a) uncompressed images; (b) JPEG 90 compressed images;(c)JPEG 70 compressed images 



median filter feature (MFF) method [2]. For SPAM 
methods, only the horizontal and vertical features are 
chosen, which results in 343 dimensions of feature. The 
MFF method has 44 dimensions of feature [2]. SVM 
training for the three methods is similar. The ROC curves 
of detecting 3 × 3 median filtering (MF3 in short form) 
and 5 × 5 median filtering (MF5 in short form) are shown 
in Figs 3-9. The detailed classification results are shown 
in Table I. “Original VS MF3” denotes that the original 
unmodified image is the negative sample, and the 3 × 3 
median filtered image is the positive sample. 
“MF3+JPEG70” denotes the composite operation of 
median filtering and JPEG post-compression with quality 
factor 70. 

1) Detect MF3 on an uncompressed image 
For the uncompressed gray-scale image set, the three 

methods have similar performance; MF3 can be detected 
at Pe as low as 0.0051 or 0 (Fig. 3a). 

2) Detect MF3 on a JPEG post-compressed image 
Our proposed method is much more robust against 

JPEG post-compression. It is observed that the proposed 
MFR classifier achieves much better performance than 
both the SPAM classifier and the MFF classifier. The 
ROC curve of the proposed MFR method is always above 
the ROC curve of the other two methods. In particular, 
the advantage of the MFR method over the other two 
comparison methods increases when the JPEG 
compression quality changes from 90 to 30 (Figs 3&4, 
respectively). It demonstrates that the proposed MFR 
method is much more robust against JPEG compression 
than the other methods. The minimal average decision 
error Pe of MFR classifier is Pe = 0.0041, 0.0102, 0.0174, 
0.0266 for JPEG 90, JPEG 70, JPEG 50, JPEG 30 
respectively, AUC = 0.9998, 0.9995, 0.9983, 0.9901 
respectively. For the SPAM classifier, Pe = 0.0205, 
0.1158, 0.1701, 0.1947 respectively, AUC = 0.9964, 
0.9412, 0.8941, 0.8619 respectively. For the MFF 

classifier, Pe = 0.0184, 0.0389, 0.0738, 0.0881 
respectively, AUC = 0.9964, 0.9856, 0.9665, 0.9550 
(Table I).  

3) Detect MF5 
A similar significant improvement in performance is 

observed in the detection of 5 × 5 median filtering. The 
detection results of 5 × 5 median filtering are shown in 
Figs 5&6 and Table I. Better performance over both 
comparison methods, is achieved in the detection of 5 × 5 
median filtering on different JPEG post-compressed 
images. For MFR classifier, Pe = 0.0051, 0.0102, 0.0195, 
0.0256 for JPEG 90, JPEG 70, JPEG 50, JPEG 30 
respectively, AUC = 0.9997, 0.9983 0.9974, 0.9957 
respectively. For the SPAM classifier, Pe = 0.0082, 
0.0236, 0.043, 0.0635 respectively, AUC = 0.9993, 
0.9961, 0.9882, 0.9765 respectively. For the MFF 
classifier, Pe = 0.0154, 0.0236, 0.0338, 
0.0461respectively. AUC = 0.9975, 0.9923, 0.9896, 
0.9826 respectively (Table I). The experimental result 
shows that the performance of the MFR classifier keeps 
excellent when the JPEG compression quality factor 
changes from 90 to 30 in detection of 5x5 median 
filtering. 

4) Detect median filtering in a low-resolution and post-
compressed image 

The ability to detect median filtering in low-resolution 
images is essential for detecting forgery when a portion 
of a median filtered image is inserted into a non-median 
filtered image. We first crop an image block with size of 
128 × 128, 64 × 64 and 32 × 32 from the center of an 
image, and then build a corresponding training set and 
testing set. The SPAM detector is an evaluation of 
second-order Markov chains of the first-order difference 
of an image, and the detectability degrades severely for 
low-resolution images. As indicated in [2], MFF is 
superior to SPAM in the detection of 3 × 3 median 
filtering on an image of low resolution. For the sake of 
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Fig.7. ROC curves of discriminating 3x3 median filtering on a JPEG post-compressed image for varying image size 128x128(left), 64x64(middle), 
32x32(right) 



brevity, we only compare MFR with MFF on JPEG 90 or 
JPEG 70 post-compressed images. It is obvious that the 
performance of the proposed MFR detector is much 
better than that of the MFF detector (Fig. 7). For the 
resolution as low as 32x32, MFR detector obtains reliable 
results for both JPEG 90 (Pe = 0.1301, AUC = 0.9376) 
and JPEG 70 (Pe = 0.1793, AUC = 0.8863) compression. 

The similar experimental results are obtained in the 
detection of 5x5 median filtering on an image of low 
resolution. 

5) Distinguish median filtering from other manipulations 
Differentiating median filtering from other 

manipulations is very important for manipulation 
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Fig.8. ROC curves of discriminating 3x3 median filtering on a JPEG 70 post-compressed image from average filtering(top left), Gaussian 
filtering(top right), upscaling(bottom left), downscaling(bottom right). 
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Fig.9. ROC curves of discriminating 5x5 median filtering (MF5) from average filtering (top left), Gaussian filtering (top right), up-scaling (bottom 
left), downscaling (bottom right). 



forensics. Finally, we test whether the proposed MFR 
method and the comparison methods can differentiate 
median filtering from other popular tools, including 
average filtering (AVE), Gaussian filtering (GAU), 
upscaling operations (UpRes) and downscaling 
operations (DownRes). The interpolation adopted in a 
rescaling operation is bilinear. The upscaling factor is set 
to 1.1, while the downscaling factor is 0.9. For an image 
without post-processing by JPEG compression, the three 
methods can distinguish median filtering (3 × 3 or 5 × 5) 
from other operations perfectly well; the minimal average 
decision error Pe of the MFR classifier in distinguishing 
median filtering from other operations achieves zero. For 
the case of an image post-processed by JPEG 70, 
experimental results show that MFR can discriminate 3 × 
3 median filtering from the other four operations with 
high accuracy (the worst value of Pe is only 0.0184) (Fig. 
8). For 5 ×5 median filtering, we obtain similar results. 
The proposed classifier can distinguish 5 × 5 median 
filtering from other manipulations with high accuracy 
(Fig. 9) and the proposed method outperforms both 
comparison methods, achieving the best performance. 

The results in Table I and these figures indicate that the 
performance of our proposed method is very superior and 
stable, even when the JPEG compression quality factor 
becomes low. The Pe of MFR method varies from 0.0041 
to 0.0266, while AUC varies from 0.9901 to 0.9998.  The 
performance of both the MFF and SPAM classifiers 
deteriorates severely when the JPEG compression quality 
factor is low. The MFR classifier achieves much better 
robustness against JPEG post-compression than both 
comparison methods. 

In this paper, we do not discuss the case of median 
filtering pre-compression, i.e., median filtering of already 
JPEG compressed images because a low pre-compression 
quality can even increase the detector’s performance. 

 

V. CONCLUSIONS 
In this paper, we propose to use median filtering 

residual to detect median filtering. The major 
contributions of this paper are as follows: 

  1) We have shown that applying median filtering to 
extract the median filtered residual is a very effective 
median filtering detection method. Compared with the 
technique of using image differences as the forensic 
fingerprint, the interference from the image edge and 
texture can be reduced. 

2) Because the overlapped window filtering introduces 
correlation among the pixels of MFR, the n = 10 order 
autoregressive (AR) model is used to describe the MFR 
in order to detect median filtering with a window no 
larger than 5x5. 

3) Experimental results on several large image 
databases show the proposed method is very robust to 
JPEG post-compression, distinguishing well between 
median filtering and other manipulations such as 
Gaussian filtering, average filtering and rescaling, and it 
performs well on low-resolution images of size 32 ×32. 

The proposed method achieves not only much better 
performance than the existing state-of-the-art methods, 
but also has very small (least among three methods) 
dimension of feature. 

The developed method is suitable for use in the 
forensics of image processing history and can enhance 
security in resisting anti-forensic attack. The proposed 
filtered residual fingerprint can be applied to detect linear 
filtering, compressive sensing compression and other 
signal manipulation and this would be a part of our future 
work. 
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