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Abstract— In this paper, we consider the secure transmission in
ergodic fast fading multiple-input single-output single-antenna-
eavesdropper (MISOSE) wiretap channels with only the statistics
of eavesdropper’s channel state information at the transmitter
(CSIT). Two kinds of the legitimate CSIT are assumed, that is,
full and statistical legitimate CSIT. With full legitimate CSIT,
we generalize and optimize the previously proposed artificial
noise (AN) aided secure beamforming to improve its secrecy rate
performance. The AN covariance matrix in our scheme is more
flexible than previous scheme and the region of non-zero secrecy
rate is enlarged significantly according to our simulations. For
the case with statistical legitimate CSIT, we further prove that
the secure beamforming is secrecy capacity achieving for the
Rayleigh faded channels. In this case, the AN is not necessary.
Extensions to cases where legitimate receiver and eavesdropper
have multiple antennas will also be discussed.

I. INTRODUCTION

In a wiretap channel, a source node wishes to transmit
confidential messages securely to a legitimate receiver and to
keep the eavesdropper as ignorant of the message as possible.
As a special case of the broadcast channels with confidential
messages [1], Wyner [2] characterized the secrecy capacity of
the discrete memoryless wiretap channel. The secrecy capacity
is the largest rate communicated between the source and des-
tination nodes with the eavesdropper knowing no information
of the messages. Motivated by the demand of high data rate
transmission and improving the connectivity of the network
[3], the multiple antenna systems with security concern are
considered by several authors. Shafiee and Ulukus [4] first
proved the secrecy capacity of a Gaussian channel with two-
input, two-output, single-antenna-eavesdropper. The authors of
[5S]-[7] proved the secrecy capacity of a Gaussian multiple-
input multiple-output (MIMO), multiple-antenna-eavesdropper
channel using different techniques. Moreover, due to the
characteristics of wireless channels, the impacts of fading
channels on the secrecy transmission were considered in [5],
[8] with full channel state information at the transmitter
(CSIT). Considering practical issues, the perfect CSIT may not
be available. Several papers discussed the partial CSIT issue
[51, [9]-[13]. However, the secrecy capacities for channels
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with partial CSIT are known only for the limited case [11]
where the transmitter has single antenna with block fading.

In this paper, we consider an important type of wire-
tap channels with partial CSIT, namely, the multiple-input
multiple-output single-antenna-eavesdropper (MISOSE) fast
faded wiretap channel with only the channel statistics in-
formation of the eavesdropper known at the transmitter. The
transmitter is assumed to have the statistics or the full knowl-
edge of the legitimate receiver’s channel. In both cases, the
secure beamformings are adopted as transmission schemes.
However, in the full legitimate CSIT case, we adopt the
celebrated artificial noise (AN) assisted secure beamforming
[10] [5]. This signaling can also be treated as one kind of
linear prefixing where the channel input is the message-bearing
signal plus the AN, and the AN is aimed to disrupt the
eavesdropper’s reception. However, we remove the restriction
in [10] [5] where the AN must be allocated in the null space
of the main channel. Thus our scheme is a generalized scheme
of that in [10] [5].

The main contributions of this paper are twofold. For the
statistical legitimate CSIT case, we show that the secure
beamforming is secrecy capacity achieving. To prove that,
we propose a new secrecy capacity upper bound. Then we
analytically solve the optimal channel input covariance matrix
to fully characterize the secrecy capacity, while such an
optimization problem is solved numerically in [13] without
guaranteeing the optimality. For the full legitimate CSIT case,
we show that the complicated covariance matrix optimization
problem for the message bearing signal and the AN can
be simplified as a power allocation problem. Based on our
results, we show that the AN selected in [10] is suboptimal.
The simplification is based on the following two facts. First,
the eigenvectors of the optimal covariance matrices of both
message-bearing signal and generalized AN are the same,
which equals to the right singular vectors of the main channel
*. Second, the power of AN should be allocated uniformly
over these eigenvectors. Contrary to [10], we provide rigorous
proofs for these facts. Simulation results verifies the above
claim, especially the non-zero rate region is enlarged. Note
that the secure connectivity in a network is assured by the

*main channel is also called legitimate channel in this paper



non-zero secrecy rate of the transmitter-receiver pairs [3].
Thus our scheme is very useful for the large scale wireless
network application, which is an important application of the
MISOSE wiretap channel [3]. Finally, we will also discuss
the extensions of our MISOSE results to the cases where the
legitimate receiver and/or eavesdropper has multiple antennas.

The rest of the paper is organized as follows. In Section
IT we introduce the considered system model. In Section III
we prove the capacity of the fast fading MISOSE wiretap
channel when the transmitter only knows the statistics of both
channels. In Section IV, we provide an achievable secrecy
rate of the fast fading MISOSE wiretap channel when there is
full CSIT of the main channel but the transmitter only knows
the statistics of the eavesdropper’s channel. The extensions to
multiple received antennas in given in Section V. In Section
VI we demonstrate the simulation results. Finally, Section VII
concludes this paper.

II. SYSTEM MODEL

We consider the following MISOSE system model where
the transmitter has n," antennas, while the legitimate receiver
and eavesdropper each has singe antenna as

y=h"x+n, (1)
z=g"x+ny, )

where n; and np are circularly symmetric complex additive
white Gaussian noises with unit variance, respectively. We also
assume the power constraint such that

tr(E[xx"]) < Pr. 3)

In this MISOSE system model, we assume that only the
channel statistics of the eavesdropper is known at transmitter.
The legitimate receiver knows the realizations of h while the
eavesdropper knows both the realizations of h and g. The
MISOSE secrecy capacity is defined as

Definition 1 (Secrecy Capacity [2] [14] [11]): Perfect se-
crecy is achievable with rate R if, for any € > 0, there exists
a sequence of (2NR,N)-codes and an integer Ny such that for
any N > Ny

I(w; VWV gV)/N <€, 4)
and Pr(w#w) <¢,

where w is the secret message.
The secrecy capacity C; is the supremum of all achievable
secrecy rates.

In this paper, lower and upper case bold alphabets denote vectors and
matrices, respectively. The superscript ()7 denotes the transpose complex
conjugate. |A| and |a| represent the determinant of the square matrix A and
the absolute value of the scalar variable a, respectively. A diagonal matrix
whose diagonal entries are a; ...qy is denoted by diag(a; ...ay). The trace of
A is denoted by tr(A). We define C(x) £ log(1+x) and (x)* £ max{0, x}.
The mutual information between two random variables is denoted by 1(;).
I, denotes the n by n identity matrix. A > 0 and A > 0 denote the set of
positive definite and positive semi-definite matrices, respectively. ® denotes
the Kronerker product.

From Csiszar and Korner’s seminal work [1], we know that
the discrete memoryless channel secrecy capacity is

Cs= max [(U;y,h) —1(U;z,h,g), (5)

U—=x—=(yh),(zh.g)
where U is a auxiliary random variable. However, the optimal
choice of U of considered fast fading MISOSE channels are
unknown.

IITI. FAST FADING MISOSE CHANNELS WITH STATISTICAL
CSIT OF THE MAIN CHANNEL

With only statistical CSIT of the legitimate channel h, (5)
becomes

Cy= max

L (Usylh) —1(U;2]g). (©)
It results from the fact that the transmitter does not have
the knowledge of h and g. In this section, we consider the
Rayleigh fading channels, where h ~ CN(0,c31,,) and g ~
CN (O,Géln,). We will first show that the optimal auxiliary
random variable is U = x (no prefixing) as the following
Theorem.

Theorem 1: For the MISOSE fast Rayleigh fading wiretap
channel (1)(2) with the statistical CSIT of h and g, using
Gaussian x without prefixing U =x is the optimal transmission
Strategy

We provide the sketch of proof here. From [13], we know
that using Gaussian x without prefixing can serves as a secrecy
capacity lower-bound. Now we focus on the secrecy capacity
upper bound. The key for establishing such an upper bound is
introducing an same marginal legitimate channel p(y’,h'|x) for
(1), which is formed by replacing h in y with h’ = (op/cg)g
as

y = (h')Herny
= (on/ocg)g"x+ny. @)

Then the secrecy capacity upper bound of [1] can be applied.
This upper bound will match the lower bound in [13], and
validate our claim in Theorem 1.

From above, we know that secure beamforming (no prefix-
ing) is optimal. Now we find the capacity achieving channel
input covariance matrix for the secure beamforming.

Theorem 2: For the MISOSE secrecy capacity optimization
problem

max (I log (1 +h"2yh)]| —Eg log(1+£73xg)]),  (8)

the optimal Xy = UDU” happens when D is a scaled identity
matrix.

We also provide sketch of proof here. Since all entries of
both h and g are i.i.d., we can express h = ag, where a =
oh/0g. Then (8) becomes

max (I flog (1+a’g"Dg)] — g log (1 +g"Dg)]),  (9)

Recall that composition with affine function preserves convex-
ity [15], i.e., if f is convex, then f(Ax+b) is convex. Thus
if

f £ logdet (I+ aZD) —logdet(I+D),



is concave in D, we know that C; is also concave of D. The
fact that f is concave can be proved via methods in [15, p.74].
Therefore C; is concave of D. Moreover, we can show that Cg
is Schur concave in D. Then we know that the optimal D is
a scaled identity matrix, that is, the uniform power allocation
over transmit antenna is optimal.

IV. FAST FADING MISOSE CHANNELS WITH FULL CSIT
OF THE MAIN CHANNEL

When there is full CSIT of the main channel but only the
statistical CSIT of the eavesdropper’s channel, (5) becomes

C;= max [(U;y)—1(U;Zlh,g). (10)
U—x—y,(z,h,g)
For simplicity, in the following we assume cé =1and g~

CN(0,1,,) Although suboptimal, we adopt the AN-assisted
secure beamforming (linear channel prefixing p(x|u)) as fol-
lowing

X=u+v

Y

where u ~ CN(0,S,) and v ~ CN(0,Sy) are independent
vectors to convey the message and artificial noise, respectively.
Substituting (1), (2), and (11) into the right-hand-size (RHS)
of (10), we then have the achievable secrecy rate as

1+h (S, +Sy)h?
max | log 1+ hSyh?l

+
E [log 1+g" (Su+Sv)g
1+gfSg ,

12)

Su, Sy

such that tr (Sy +Sy) < Pr.

Note that in (12), we generalize the AN proposed in [10],
which is limited to be in the null space of the main channel, to
be transmitted in all possible directions without limitations. By
exploring the KKT conditions of (12), we have the following
two Theorems.

Theorem 3: For the MISOSE fast faded wiretap channel
with the perfect information of the legitimate channel h, and
only the mean and covariance matrix of the eavesdropper
channel g ~ CN(0,I) known at the transmitter, the optimal
signaling is beamforming in the direction of the legitimate
channel. That is, Sy = Py % where Py is the power allocated
to messages.

Theorem 4: For the MISOSE fast faded wiretap channel
with the perfect information of the legitimate channel h, and
only the mean and covariance matrix of the eavesdropper
channel g ~ CN(0,I) known at the transmitter, the optimal
power of AN in the null space of the legitimate channel is
uniformly allocated. That is, Py, = --- = PVnT-

Due to limited space, we do not prove the above two
theorems here. Based on Theorem 3 and 4, we can simplify

the optimization problem in (12) as

Py|[h[? )
max lo 1+ ——
' g( EATE

Fu, Py, P

PyGy

—E |log| 1+

13)

nr

1 +PVIGI +Py, X G,
i=2

An iterative algorithm can be developed to solve the above
optimization problem.

V. EXTENSION TO MULTIPLE-INPUT MULTIPLE-OUTPUT
MULTI-ANTENNA EAVESDROPPER CHANNELS

In this section, we briefly discuss how to extend the results
of previous section to the cases where the legitimate receiver
and/or the eavesdropper has multiple antennas. The channel
model becomes

y:HHx+n1,

z=Gx+n,,,

(14)
(15)

where H and G are the random channel matrices. Again,
only the statistics of G is known at the transmitter. We first
consider the case when there is perfect CSIT of the main
channel. We can still use the KKT conditions to find the
necessary condition of the optimal input covariance matrix of
the optimization problem corresponding to (12). The optimal
covariance matrix of the message-bearing signal can be shown
to have rank smaller or equal to that of the legitimate channel.
Similarly, we can found the power allocations of the AN as
in Theorem (4). The uniform power allocation in the null
space of the legitimate channel is still optimal. Based on these
results, the complicated secrecy rate optimization problem can
be simiplifed a lot.

For the case when there is only statistical CSIT of the main
channel. Our results in Section III can be generalized to the
case where the legitimate receiver and eavesdropper have the
same number of antenna, and both the two channels undergo
the i.i.d. Rayleigh fading. In this case, the same marginal
channel as (7) can also be formed, and by extending the
derivations in Section III we can also find the secrecy capacity.
However, if the two channels are not i.i.d. Rayleigh faded, we
cannot replace H by a scaled version of G to form the same
marginal channel. This case is more involved and is our future
work.

VI. SIMULATION

In this section, with full legitimate CSIT, we first illustrate
the performance gain of the proposed transmission scheme
over Goel and Negi’s scheme [10] in Fig. 1. We use a 2 by 1
by 1 channel as an example. Assume the noise variances are
normalized to 1. The channel states we use in the simulation
is ||h||> = 0.05. From Fig. 1, we can easily see that the
proposed scheme indeed provides apparent rate gains over
Goel and Negi’s scheme in moderate SNR regions. Note that
the region where the secrecy rate is non-zero is significantly
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Fig. 1. The secrecy rate versus transmit power with full legitimate CSIT h
and ||h||> = 0.05.

enlarged, which is benefit to enhance the connectivity of a
secure network [3]. We can find that the rate gains decrease
with increasing ||h||?>, which is consistent with the results in
[9]. We also find that the range of Pr which provides the
largest rate gain also decreases with increasing ||h||. This is
because the gain provided by the AN in the signal direction
is more evident when the legitimate receiver’s received SNR
is relatively small compared to that of the eavesdropper.
With only statistical legitimate CSIT, we compare the se-
crecy capacities in Fig. 2. The secrecy capacities with different
Nr’s under different cg /on are shown. We can find that the
capacities increase with decreasing Gg/cn. Also the secrecy
capacity converges to 2log(on/cg) when the SNR is high.
We can also find that the secrecy capacity converges when
Nr is large enough. Finally, we compare secrecy capaci-
ties/achievable rates of different channel settings in Fig. 3,
where Ny =2 and cg/cp = 0.5. As expected, the capacity of
channel with statistical CSIT but without eavesdropper in [16]
is much larger than the MISOSE secrecy capacity with only
statistical CSIT. Moreover, unlike our secrecy capacity results,
such capacities scale with the SNR. We also plot the achievable
secrecy rate of AN-assisted secure beamforming when the
transmitter has perfect CSIT of the legitimate channel h but
only statistical CSIT of g. Unlike the secrecy capacity with
statistical CSIT of h and g, the achievable secrecy rates based
on perfect CSIT of h scale with P. It reveals that even only
the feedback of the channel state (realization) of the legitimate
channel h is very beneficial to increase the secrecy rate.

VII. CONCLUSION

In this paper, we studied the performance of secure beam-
forming in the fast fading MISOSE channels with partial CSIT.
We showed that secure beamforming is capacity achieving
for the fast fading MISOSE wiretap channels with statistical
CSIT of both legitimate and eavesdropper’s channels. When
the full legitimate CSIT is known, we also generalized Goel
and Negi’s AN-assisted secure beamforming. Instead of trans-
mitting AN in the null space of the legitimate channel, we con-
sidered injecting AN in all directions, including the direction
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Fig. 2. With only statistical legitimate CSIT, comparison of the secrecy
capacities.
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Fig. 3. Comparison of rates in different fast fading channel settings: wiretap
channel with statistical CSIT, wiretap channel with perfect CSIT of legitimate
channel, and channel with statistical CSIT but without eavesdropper.

for conveying the dedicated messages. Through simulations,
we verified that the proposed scheme outperforms Goel and
Negi’s AN scheme under certain channel conditions, especially
when the legitimate channel is poor.
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